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DISCLAIMER 1

Ladies and gentlemen: the presentation you are
about to hear contains fictional accounts of
common network and server configurations-

IP addresses and hosthames have been changed to
protect the innocent.

Any similarities with actual corporations, users,
sysadmins, developers, or other persons or entities
is completely coincidental.



DISCLAIMER 2

and do not represent the views of my current
or former employers; nor do they represent the
PFSense project or developers; nor do they
represent NYC*BUG as a whole.

| am not a PFSense developer.



DISCLAIMER 3

Contrary to typical NYC*BUG list/public protocol:

comparisons with regard to PFSense and
networking are completely open for discussion in
today’s presentation, | will be recommending some
vendors, dismissing others.



Copyright 2010, Isaac (.ike) Levy
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

° Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

° Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

° Neither the name of the NYC*BUG nor the names of its contributors may be used to
endorse or promote products derived from this presentation without specific prior
written permission.

IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS PRESENTATION, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.



(final) Disclaimer 4

(yawn)
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BOW TO MY FIREWALL!!!



Where *are* the
Firewalls and Routers?
(a tangent)
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THE ARPA NETWORK
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FIGURE6.2 Drawing of 4 Node Network
(Courtesy of Alex McKenzie)
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htip//iwww.internetworldstats.com/emarketing.htm



In billions

X R

1800 1900 2007 2100

World population Percent of world urban

In 2007, 50% of the world is urban

® [t was 3% in 1800
® 14% in 1900
® 61% expected in 2030

Stewart Brand, Currently working with the Long Now Foundation



B World Population [ Internet Users
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htip://iwww.gazetteer.de/home.htm http://www.internetworldstats.com/stats.htm htip-//en.wikipedia.org/wiki/Global Internet usage
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TOP SECRET//SI//NOFORN

-»S Current Efforts - Google

TOP SECRET//SI//NOFORN



Transmission distance of up to eight miles
4

DATA FROM TARGET COMPUTER

DATA TRANSMITTED
BACK TO N.SA.

Data and malware are transmitted
over a covert radio frequency

gy MALWARE T ——

TRANSCEIVER
PLANTED INSIDE

USE CABLE

MN.S.A. FIELD
STATION
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Two Types of Collection

-
Upstream

+ Collection of communications on fiber cables

7 and infrastructure as data flows past.
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PRISM 1

+ Collection directly from the servers of these U.S. |
Service Providers: Microsoft, Yahoo, Google ™~

Facebook, PalTalk, AOL, Skype, YouTube
—_Apple. A

TOP SECRET//SI/YORCON/MNOFORN







Driver 1: Worldwide SIGINT/Defense Cryptologic
Platform
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Intewnet Map R O u te rS !




, -
Earth at Night Astronomy Picture of the Day
More information availsble at: 2000 November 27
http:/antaTp. gsfc nasa. gov/apod‘ap001 127 html Bitep/fanewrp. gsfe. nasa goviapod/astropix_html

htip://earth A .gov/Newsroom/Newimages/images.php3?img_id=4333



(Sysadmin) Context
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$ uptime
- 19:56 up 519 days

/7:45, 18 users, 1oad averages 0. @1 0 02 0.01
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Sm/Med Businesses

Few Sysadmin Resources (people, gear)

Mostly, Infrastructure ‘just works’ (except when
it doesn’t...

Network activity is not necessarily made
transparent to company users (it either “works”,
or it doesn’t)

Unless the business *is* infrastructure, (ISP,
etc...), technical personnel and resources are
often all focused on abstract business goals
(new apps, features, etc...)



Small Business IT

® BUSINESS STOPS WHEN
THE NETWORK STOPS
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Network Deployment

® Deploys: "Performing an Oil Change at
8omph" (quoting Michael Lucas)

® Most businesses, if they’re hiring
sysadmins, have a “network”

® Few businesses participate in an economy
where $10k routers are common









talking points:

Corporate Office/Colo
Life with pfSense



talking points:

Quickly/Safely Training
Junior/Senior Network



talking points:

Taking the Magic/
Macho out of HA
networking



talking points:

Networking can be:
Reliable
Securable
Understandable
Fun



PFSense Bootstrap

& Sense




What is pfSense?

* Networking Appliance, (built on FreeBSD)
* Router/Firewall/More

 Originally, fork of nrOnOwal |

« Commercial support available

- Electric Sheep Fencing
 Open Source, BSD Licenced

- Various packages may have other licences



£ Gsense

pf%g ﬁ Tyterial o

BSDCan 2008

From zero to hero with pfSense

May 13, 2008

Chris Buechler <cmb@bsdperimeter.com>
Scott Ullrich <sullrich@bsdperimeter.com>

http://www.pfSense.org - BSDGan 2008



Hardware (x86)

LiveCD

Full Install (to a harddrive)
Embedded

USB Drive
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® LiveCD

® USB Drive
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Minimum Reqgs

CPU - 100 MHz (500+ MHz for best experience)
RAM - 128 MB (256 MB or more is encouraged)

Platform Specific Live CD
CD-ROM drive (currently USB CD-ROM devices are not supported)

USB flash drive or floppy drive to store configuration Full
Installation

CD-ROM for initial installation
1 GB hard drive Embedded

128 MB CF serial port for console null modem cable



Going Green

® You *can* use older hardware

® Power cost, and reliability are issues



Popular Hardware

® NICs - Intel Pro/100 and Pro/1000

® Embedded hardware .

SOEKRIS

Eaginesring

Powar Eror el Dusk

® PC Engines WRAP and ALIX, Soekris, Nexcom, Hacom,
Mini ITX,

® Most Dell servers work well, Many HP and Compagq
servers work well, Many Supermicro/Greybox x86 work
well

® VMware - entire product line
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ALIX.2C Case
$15us




Soekris 5501
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Soekris 5501
$400us




r‘%..iﬂlardware Sizing Guid

Ty .
e:
\ 2

! "‘:\. \ {

e Throughput Considerations Packets per second =i
Bandwidth required

0y - No less than 266 MHz CPU 21-50 Mbps - No
less than 500 MHz CPU 51-200 Mbps - No less than 1.0
GHz CPU 201-500 Mbps - server class or newer desktop
hardware

® PCl-x or PCl-e network adapters

® Nolessthan 2.0 GHz CPU - server class
hardware

® PCl-x or PCl-e network adapters No less than 3.0 GHz
CPU



Oy oo

11mbit (wifi)

1.5/mbit (T1)
15/mbit async (cable)
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1.5/mbit (T1)

C— G G C— — — — — e e———15[mbit async (cable)
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[%.ﬂlardware Sizing Guide: s,

2“-1_

Y
<
AN

® Feature Considerations
® VPN

® Number of connections not much of a
factor Very CPU intensive Throughput

® 4 Mb-266 MHz



ke ‘E !1ardwa re Sizing Guide: %,
- N

® Feature Considerations Large and busy
Captive Portal deployments

® Increased CPU requirements Large state
tables

® 1 KB per state RAM requirement 100,000
states = ~¥97 MB RAM 500,000 states = ~488
MB RAM 1,000,000 states = ¥976 MB RAM
etc...



-

ﬂlardware Sizing Guide:¥s

® Feature Considerations Packages
® RAM hungry example:

® ntop

® Snort
® Disk I/O example

® Squid
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raTyplcaI Deployments*

® Perimeter firewall

— ——"

bl
—‘ =
i '

® BGP router
® LAN router

® VLAN

® Multiple interfaces
® WAN router

® for Ethernet WAN services



Install

® Embedded
® Full Disk



Embedded Install

® Download Embedded Image File

® copy image to a CF card using DD:

$ gzcat pfsense-embedded.img.gz | dd of=/dev/disk3s1 bs=16k

® Insert CF Card into Embedded machine and
move on to configuration



Choose one of the following tasks to
perform.

Quicks/Easy Install >

{ Custom Install >

¢ Rescue config.xml >
< Setup GEOM Mirror >
{ Reboot >

CEXIt D

Inuoke Installer with minimal questions



Configuration Methods

® Serial Console (Menu-Based [and Shell])
® http via DHCP, just hit http://192.168.1.1/

® (assuming you know which interface
your LAN side is?!)



@) Logout (SSH omly)
1) fssign Interfaces

2) Set LaM IP address

3) uchConf igurator passuord
1) te factory defanits

S) systen

6) Walt system
[g ) host
11

8)
b ) ]
18) Fil Logs

11) Restart webConf igurator
12) pfSense Developer Shell
13) Upgrade from comsole

14) Enable Secure Shell (sshd)
99) Install pfSense to a hard drive/memory

izfll

i

3

Enter an option: 99j

;”r'v' |

‘P1W| ‘tco



Post-Configuration

® can load your own certs, or auto-gen!
® Can turn on SSH immediately if you want it

® can load your own ssh pub keys!

setup can be demo’d after presentation




PFSense



wait,
what is a firewall?



Network

O
LT

lf’:omputer
[
[
OS |
I
° I
I
firewall —
| Packet Filter)
I
I
I
| Network Programs
l
I
\

I S G oI GE I G G G G G G S S o e



network
firewall

Internet/Wan

,—_—

frouter

| (computer) 4

—T

workstation

(The OpenBSD
Packet Filter)

RN = T e e



Internet/Wan

systems —§

servers workstation




servers s

Internet/Wan

systems —g

servers workstation




servers §

Internet/Wan

o e o
Sl

systems -5+ IS,

servers workstation



1.7 billion possibilities

Internet/Wan

o i
Sl

systems —s ————————

servers workstation



™

| 4| p | | + I'@hum /110.0.22.1/firewall_rules php?if=wan

Firewall: Rules

i L s v

Source Destination

RFC 1918 x
networks

Reserved/not
assigned by
IANA

demo.local - Firewall: Rules

Block private
networks

Block bogon nebworks

&
Default WAN -> any
288} -

temp for speakeasy
mng

pass B3 biock
pass (ds20ied) biock (disabled)

Hint:
™ A Terminal — ssh — 80x24

pfTop: Up State 1-21/87, VYiew: default, Order: none, Cache: 10888

PE

tcp
tcp
tcp
tep
tep
t. C rj

DEST

reject L«
reject (disabled) log (dsabled)

that I you use biock rules, you"




but what do we let
through our ports?



pure ajax evil

facebook.




Internet/Wan
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systems —s

servers workstation




SOCTRE ZOMBIES W

VOUR FRIENDS MEED MORE BRRINS

More Evil Twitter Bots

® Bots that pull
trending
topics...post
malware links

® Used recently to
promote warez like
Pir'ated movies o HEUHI ._I_.h:a.\iP_J'l.Js:qlol'f.w.-'nloaded Avatar rr

. Easy to COde- — r Hp,aia' :I ha\.eJus dov nloaded Avatar r
Twitter API FTW

v2 Heyaaa!! | have just downloaded Avatar rr



it’s open source software,
defensible...
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pfsense.local 4

System Interfaces Firewall Services Status Diagnostics

Services: Snort 2.8.4.1_1 pkg v. 1.6 Beta

Settings Update Rules Categories Rules Servers Blocked Whitelist Threshold Alerts Advanced
_ I
Interface LAN =«
WAN |
OPT1 =~ |

Select the interface(s) Snort will listen on.

Performance ag.bnﬁ.. -
ac method |s the fastest startup but consumes a lot more memory. acs/ac-banded and ac-sparsebands/mwm/lowmem
methods use quite a bit less. ac-sparsebands is recommended.

Oinkmaster code

na de and paste here,
5““°“S“ﬂ0r;l'_ Pa(; A

thi iur® ruled.
Block offenders

ng this o will aumma W bloclgho at generate a snort aler

amms orm
the amuunt
Update 5 autumancally 7 days - I I I I
Checking this option will install whitelists for all VPNs.

Convert Snort alerts urls to [
dlickable links

Checking this option will automatically convert URLS in the Snort alerts tab to clickable links.




Example Multi-Zones

Internet

/

APPLICATION SERVERS

DATABASES / STORAGE

T e e e EES EES EE EES TS S TS TS EES WS S S = —




Bank Design?




Example Multi-Zones

DMZ /WEB SERVERS
DATABASES / STORAGE
N o e e e e e e .

k Buildin N




High-Availability



CARP

® Came from OpenBSD
® Sister Protocol: PFSync

® PFSense syncs additional softwares

http://www.countersiege.com/doc/pfsync-carp/




Router Failover

http://www.countersiege.com/doc/pfsync-carp/




A7 SECURED
INTRANET




Load Balancing

(without any load balancer!)

Not Covered Tonight

http://www.countersiege.com/doc/pfsync-carp/




Redundancy from your ISP

® Typical Provisioning:

@ (hot standby router protocol)

® very common
® \/RRP (virtual router redundancy protocol)

® GLBP (gateway load balancing protocol)

® Sadly, all Cisco, yet all common...

WIKIPEDIA



Redundancy from your ISP

® (hot standby router protocol)

you route to:
& ® &




Redundancy from your ISP

® (hot standby router protocol)

you route to:
& ® &




CARP'd Network
Connectivity Overview

ISP routing

bridge / firewall




CARP'd Network
Connectivity Overview

ISP routing

bridge / firewall




CARP'd Network
Connectivity Overview

ISP routing
FAILURE!

bridge / firewall




CARP'd Network
Connectivity Overview

ISP routing

bridge / firewall




CARP'd Network
Connectivity Overview

ISP routing
FAILURE!

bridge / firewall




CARP'd Network
Connectivity Overview

ISP routing

bridge / firewall










public internet

ISP Routing
provisioned /24

HSRP Primary/Failover

router: x.x.x.1 (virtual)

(.2 - .3) will be used by ISP for HSRP, (actual routers)
mask: 255.255.255.0 (/24)

P=Sense (A) PFSense (B)
AhEa W Aahy W

carp/pfsync
failover and firewall state sync

SIgE switch1 GigE switch2 oy
@& unmanaged ahdddd ynmanaged BB unmanaged switching - - -

physical physical
server server







Neat CARP Trick
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You may now wish to install a custom Kernel configuration.

g kernel (more than one |
¢ Uniprocessor kernel (one processor) >
¢ Embedded kernel (no vga console, keyboard >
¢ Developers kernel (includes GDB, etc) >










10X GIgE

® Supermicro Chassis, Intel dual-core CPU’s
® Dual em(4) Gigabit on-board
® Added 2x Quad Intel igb(4) YUCK!!!

® First Intel nics to bit me in a long time

® read up on your hardware






- Fully Redundant Load
Balancing, 2 common



Multi-WAN
Load Balancing

ISP routing

firewall




Server

Load Balancing
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mix n° match



CARP plus:
Server Load Balancing

ISP routing

bridge / firewall
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ISP routing

bridge / firewall




CARP plus:
Server Load Balancing

ISP routing

bridge / firewall
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Server Load Balancing

ISP routing

bridge / firewall
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Server Load Balancing




CARP plus:
Server Load Balancing

ISP routing

bridge / firewall




CARP plus:
Server Load Balancing

ISP routing

bridge / firewall




CARP plus:
Server Load Balancing

ISP routing

bridge / firewall




you get the idea



what does it take for one of
these to do all that?










Config Management



Config Management

® Downloadable XML file
® That’s it. Really.

® Accessable from Shell
® (Be carefull)

® Contains hashed/plaintext for
various ‘important’ items



UNIX shell ssh/serial Rrabius

Captive  ragd-only filesysem on CF
Portal!!

nanoBSD/implimentation
traffic-shaper (and e-z wizzard)

GUI limitations?  multi-factor auth
compare/contrast other gear
syslog, smp, all the fixin’s

VPN!!! IPSEC Tunne| WIRELESS:
DNSMask Roving VPN Op-l-ions



The Bleeding Edge Future?

e All about hardware:

Changing Wireless Landscape

10Gbe Fiber/Copper PCI support, and
beyond...

More support for smaller embedded devices?
Emerging ARM/Mips hardware?

Open hardware....



cisco / facebook f in

Heck yeah' Facebook’s Open

Y® 6 Comments W f 0 +7 5
AY Aa

Not content with open sourcing the
server and storage hardware inside
data centers, Facebook’s Open
Compute Project has teamed up with
others to build an open source top of
rack switch. Here's why it matters.

Dy Stacey AggTo™ MAT. &, 2013

IS making an
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ADVERT

The
Software-

Related storie

How to build a hybric
management strateg

et |
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Enterprises seeking agilil
cloud while those concel
holding tight to...

With Open Compute,
billions and moving n
Jan. 31, 2014

Facebook might have la.
Compute Project to force



ars technica

SAINT 3
LAURENT

i MAIN MENU MY STORIES: FORUMS

TECHNOLOGY LAB

Cisco-threatening open switch coming
from Facebook, Intel, and Broadcom T0P FEATURE STOR

Facebook and friends try to replace proprietary network hardware. G

(

by Jon Brodkin - Mov 12 2013, T:45am JST

HARDWARE | NETWORKING | 106 |

FEATURE STORY (2 PAGE!
How to rul
e-mail ser
own doms

Gmail? Apple? Th
series, we take yc




nardware VP says
ppen source

Facébod;

switc

by Derrick Harris

Y® 5 Comments Ww f 0 +7 5=
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The Facebook-led
Open Compute Project is set to vote
on four new specifications that would
make open source networking
switches and OS5 software a reality in
the near future.

.I I' .T”'T_ . ."i..
photo: Shutterstock /'macka

Six months ago, the Facebook-led Open Compute Project shared its plans to work
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Related stories

With Open Compute, F
billions and moving ms

Facebook might have laun
Compute Project to force s
higher-effiency gear, but...

Google Maps' open-soi

boost as Telenav buys
leader Skobbler

Thae Berlim etartio ccang al
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Switch Reference Design

Meotwork Connectity

Intel” ONP Switch Reference Design

48 10 GbE ports plus four 40 GbE ports ina 1U,
SDN-enabled ToR Switch

ke infel® Open Metwork Patfors Switch Aeference Oesign provides 48 SFP+ 1055E and four (EEF 400RE ports in a 1U oo of rack

[ ToeR) Swanch dowrm dac o, i inghades the ngel®™ FHEIES Erherne] Switoh siloon, which sippares enhantad Tagmungs critical Tor Tday's
SOM-enabled data canrer Bainching eraimnments indkading e lasendy, scalabling L3 rogging, data ceniey bridkging, 35 wal 35 supiary
dor lzad balancing, MAT, NVGRE, ULAR, TRILL, 202 100, 8021055, FCoE and DCB=. The intel® FHENS delvers tremendous fiexiblity
Using The advanddd FeePipe™ Techrgdagy, wWiake ma it aning bes-in-class lanecy and fhogighput, The maferencs plagianm also ingkades
thia bl conna plane precesier oodangimesd s el Ferest with the Covs Trosk ched 227 en a plyggabk AMC sadubs
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Special Thanks to:

Chris Buechler ébti 'UIIrich

(Plus all the [%2SeNnse Developers, and
countless 3rd party software developers!)

Ken and Dennis




This Talk Dedicated To:
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